Cybersecurity incidents could harm our businesses by limiting our
generation, transmission and distribution capabilities, delaying our
development and construction of new facilities or capital improvement
projects to existing facilities, disrupting our customer operations or causing
the release of customer information, all of which would likely receive state
and federal regulatory scrutiny and could expose us to liability.

Xcel Energy’s generation, transmission systems and natural gas pipelines
are part of an interconnected system. Therefore, a disruption caused by the
impact of a cybersecurity incident on the regional electric transmission grid,
natural gas pipeline infrastructure or other fuel sources of our third-party
service providers’ operations, could also negatively impact our business.

Generative Artificial Intelligence, such as large language models like
ChatGPT, present a range of challenges and potential risks as we consider
impacts to the business. These challenges involve navigating the
complexities of creating and deploying Al models that generate content
autonomously. Data privacy, legal concerns, and security issues are all
risks as this technology continues to be adopted.

Our supply chain for procurement of digital equipment and services may
expose software or hardware to these risks and could result in a breach or
significant costs of remediation. We are unable to quantify the potential
impact of cybersecurity threats or subsequent related actions.
Cybersecurity incidents and regulatory action could result in a material
decrease in revenues and may cause significant additional costs (e.g.,
penalties, third-party claims, repairs, insurance or compliance) and
potentially disrupt our supply and markets for natural gas, oil and other
fuels.

We maintain security measures to protect our information technology and
control systems, network infrastructure and other assets. However, these
assets and the information they process may be vulnerable to cybersecurity
incidents, including asset failure or unauthorized access to assets or
information.

A failure or breach of our technology systems or those of our third-party
service providers could disrupt critical business functions and may
negatively impact our business, our brand, and our reputation. The
cybersecurity threat is dynamic and evolves continually, and our efforts to
prioritize network protection may not be effective given the constant
changes to threat vulnerability.

While the Company maintains insurance relating to cybersecurity events,
such insurance is subject to a number of exclusions and may be insufficient
to offset any losses, costs or damages experienced. Also, the market for
cybersecurity insurance is relatively new and coverage available for
cybersecurity events is evolving as the industry matures.

Our operating results may fluctuate on a seasonal and quarterly basis
and can be adversely affected by milder weather.

Our electric and natural gas utility businesses are seasonal and weather
patterns can have a material impact on our operating performance.
Demand for electricity is often greater in the summer and winter months
associated with cooling and heating. Because natural gas is heavily used
for residential and commercial heating, the demand depends heavily upon
weather patterns. A significant amount of natural gas revenues are
recognized in the first and fourth quarters related to the heating season.
Accordingly, our operations have historically generated less revenues and
income when weather conditions are milder in the winter and cooler in the
summer. Unusually mild winters and summers could have an adverse
effect on our financial condition, results of operations or cash flows.
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Public Policy Risks

Increased risks of regulatory penalties could negatively impact our
business.

The Energy Act increased civil penalty authority for violation of FERC
statutes, rules and orders. FERC can impose penalties of up to $1.5 million
per violation per day, particularly as it relates to energy trading activities for
both electricity and natural gas. In addition, NERC electric reliability
standards and critical infrastructure protection requirements are mandatory
and subject to potential financial penalties. Also, the PHMSA, Occupational
Safety and Health Administration and other federal agencies have the
authority to assess penalties.

In the event of serious incidents, these agencies may pursue penalties. In
addition, certain states have the authority to impose substantial penalties. If
a serious reliability, cybersecurity or safety incident did occur, it could have
a material effect on our results of operations, financial condition or cash
flows.

The continued use of natural gas for both power generation and gas
distribution have increasingly become a public policy advocacy
target. These efforts may result in a limitation of natural gas as an
energy source for both power generation and heating, which could
impact our ability to reliably and affordably serve our customers.

In recent years, there have been various local and state agency proposals
within and outside our service territories that would attempt to restrict the
use and availability of natural gas. If such policies were to prevail, we may
be forced to make new resource investment decisions which could
potentially result in stranded costs if we are not able to fully recover costs
and investments and impact the overall reliability of our service.

Environmental Policy Risks

We may be subject to legislative and regulatory responses to climate
change, with which compliance could be difficult and costly.

Legislative and regulatory responses related to climate change may create
financial risk as our facilities may be subject to additional regulation at
either the state or federal level in the future. International agreements could
additionally lead to future federal or state regulations.

In 2015, the United Nations Framework Convention on Climate Change
reached consensus among 190 nations on an agreement (the Paris
Agreement) that establishes a framework for GHG mitigation actions by all
countries, with a goal of holding the increase in global average temperature
to below 2° Celsius above pre-industrial levels and an aspiration to limit the
increase to 1.5° Celsius.

International commitments and agreements could result in future additional
GHG reductions in the United States. In addition, in 2023 the EPA intends
to publish draft regulations for GHG emissions from the power sector
consistent with the agency’s Clean Air Act authorities.

Many states and localities continue to pursue their own climate policies.
The steps Xcel Energy has taken to date to reduce GHG emissions,
including energy efficiency measures, adding renewable generation and
retiring or converting coal plants to natural gas, occurred under state-
endorsed resource plans, renewable energy standards and other state
policies.



